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What we will talk about

® Infostealer Logs

® Why should organizations care?

® Infostealer Log Ecosystem

@® Account Takeovers: Autofills

® Account Takeovers: Browser Cookies

@® Antidetect Browsers and Stealer Logs
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Stealer Logs

@® What are infostealers?
O Malware that harvests information from infected
devices
O Hostinfo, credentials, cookies, autofill, credit cards,
files, crypto wallets, etc.
® What are infostealer “logs"?

[ ] B Userinformation.txt o00® B Passwords.txt

Build ID: GAds URL: https://www.roblox.com/NewlLogin
IP: 28 Username: Xrjyseiks
FileLocation: C:\Users\Administrator\Downloads\Adobe Photoshop 24.2.8.315.exe Password: xrjy#weik
UserName: DESKTOP Application: Microsoft_[Edge]_Default

MachineName: DESKTOR-VROOLKN

AL oL ll::trname' S hascka@res . Com

o C‘.’“: e f Password: SHAjskksck

Location: Kingston, Kingston i : Microsoft_[Edge]_Default
HWID: AB2914C683AEBFAB3D96244814BEB4FE = = 222
Current Language: English (United States) URL: ps://quickq.io/login
ScreenSize: {Width=1366, Height=768} Username: shascickik@imts, COm
TimeZone: (UTC-86:88) Central Time (US & Canada) Password: SHAj ks

Operation System: Windows 18 Pro x64 Application: Microsoft_[Edge]_Default
Log date: 9/4/2024 16:28:27 =

https://signup. live.com/signup

: https://dog. luckyl3systems.com/login
Available KeyboardLayouts: Username: kiaswk@icksoik, com

English (United States) Password: IAMshisecksorix
English (Jamaica) Application: Microsoft_[Edge] Default

https://ttec.taleo.net/careersection/iam/accessmanagement/
Username: kiasowks
Password: Bads#isskx
Application: Microsoft_[Edge]_Default

Hardwares:

Name: Total of RAM, B856.59 Mb or B447942656 bytes

Name: Intel(R) Core(TM) i5-6388U CPU @ 2.48GHz, 2 Cores

Name: Intel(R) HD Graphics 528, 1873741824 bytes https://marketplaceqa.nexrepapps.com/login
Username: Kkiasss@tmirs, cOm
Password: IAMshickmkickrs

Anti-Viruses: Application: Microsoft_[Edge] _Default

findows Defender = =

M LOGID-Z

v @ FileGrabber
v [ Users
v [ DESKTOP
> B Documents
> B Desktop
> B UserAgents
> @ Restore
> M Discord
v @ CreditCards
R Microsoft_[Edge]_Default.txt
v i Cookies
B Firefox_n8I9eehb.default-release.txt
B Microsoft_[Edge]_Default Extension.txt
B Microsoft_[Edge]_Default Network.txt
R Opera GX Stable_Network.txt
B Opera Stable_Default Network.txt
v [ Autofills
R Microsoft_[Edge]_Default.txt
B Opera Stable_Default.txt
DomainDetects.txt
ImportantAutofills.txt
InstalledBrowsers.txt
InstalledSoftware.txt
Mnemonics.txt
Passwords.txt
ProcessList.txt

Userinformation.txt
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Why should organizations care?

® Recent headline grabbing breaches have been result of initial access via infostealer infections on
corporate or personal devices

O VPNs, RDP/VNC, webmail, third party business critical apps, etc.

@® Ease of use and effectiveness has resulted in higher supply and demand

MIEEE SECURITY POLITICS GEAR THE BIG STORY BUSIMESS SCIENCE CULTURE IDEAS MERCH

How Infostealers Pillaged the World’s Passwords

Infostealer malware is swiping millions of passwords, cookies, and search histories. It's a gold mine for hackers—
and a disaster for anyone who becomes a target.
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Log Exploitation

® Log Reselling
O Cloud Log Subscriptions

Stealer Country i Outiook Info Struct

O Marketplace Platforms \ I T e p——— 2

aZoRutt nt e )2 |a ts.google.com | ok

O Telegram Bots
® Cryptocurrency Wallet Draining
@® Account Takeover

Luffich Cloud | Private #1

g Npasuna Luffich Cloud iy @ He KoMy He CkuAbIBaTL MaTepuan

#1 Nlyuuwee 06nGKG NOroB HQ Philke
EQUHCTBEHHBIA NPOSKT | KOTOPbIf 3060THTCS O TOM
UTOGB! KNMeHTEI nuvyuaml npuébine

@ cash cloud C. ALI”RAL TPV

Wi V@ | &I

TNyuuwmii nak 6a3 Ans Bawmx NpoekTos! Ml He NPOAA&M /10rH, Mbl NPOAAGM 06naKo!

fe, OrpOMHO® KON-BO CBEXHX AAMNOB U 633 AN CaMBIX

17.22 GB file on MEGA

privat Cloudsdirectory = -
#Luffich&Cloud * #2 [1065 logs].rar @ B A A K o E A 3 DAKK LUUS
MYR ZABUGOR LOG:PASS 3} PYGMALION CLOUD
/

S - MOYEMY MMEHHO HALLI CEPBUC:
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® @ Autofills.txt
ACCOU nt Ta keover ;:EIGI'E LUQ L= S e T

FORM: login-username
VALUE : @gmail.com

® Stolen Username + Password Combinations

FORM: login-username
VALUE: phachhee@

® Browser Cookies + Hijacking FORM: login_email .
H ig@gmail.com

FORM: login_email
VALUE : ay@gmail.com

FORM: loginfmt
VALUE : rdgmail. com

FORM: mobile
VALUE: 98@

®

Settings Q, search settings
FORM: mobkileng

VALUE: 988E
G  You and Google B Your browser anc FORM: name
VALUE: Bijay
. Autofill and passwords
@o  Autofill and passwords P
[ ] [ ] Passwords.txt
@  Privacy and security @a  Google Password Manager SOFT: Chrome Default (135.0.7849.42)
URL
(¥ Performance USE
B Payment methods PASS: Allthebest2
*! Al innovations S0FT: Chrome Default (135.0.7849.42)
Addresses and more URL :
USER:
€  Appearance PASS: Bjstraight@l23
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OTP Bypassing 1134 &R R il (23

< e coinbase

@® Social Engineering to obtain One-Time Passcodes

9527 20
Your Login code: 224805. If this was
NOT you call us at: +61 445 354 577.

23:58 2\ )

< Zilch

2:58

Binance

ZILCH

(+1) 5572310398

Your Zilch verification code is:

960852. Never share this code Login detected on your Coinbase

with anyone. Didn't request this? Your |Ogin COde iS 213786. account from Mumbail India. Not
Contact helo@payziich.com Please do not share this code. you? Call (855) 703-0155 to secure
If this wasn't you, please call your funds.
Ref: GG-47DZQ
Your Zilch verification code is:
14:58

256716. Never share this code
with anyone. Didn't request this?
Contact help@payzilch.com
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OTP: Bypassing

yahoo/

yahoo/fantasy

ET YOUR
HEAD IN

There's still time to join
a public guillotine league.

DRAFT NOW

HM SyNc.cootlogix.c

Help Terms

yahoo/

Enter verification code
You'll get a text on # ******1614

6-digit code

Resend code in 0:37

Try signing in another way

Plan

» Bot Logs

> emmm——

SamratExe@maximum.run:~$

B Call completed ® 83:38:49
Send OTP now
Target pressed 1
Human detected @ 83:38:11
Call answered @ 83:38:84
Call ringing & 83:38:08
Call started @ 83:37:57
Carrier: ATGT type mobile

Service: Yahoo

Initiated call to _frum +1762262080898

1142.53¢

+

-

SamratExe
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Account Takeover: Browser Cookies

@® Strings of data stored locally
that allow browsers to operate
with persistence

@® Highly valuable to threat actors

Name

B All Passwords.txt f
B Brute.txt Pi
> M Chrome t 10: f
R Clipboard.txt 2024 ¢ A 4 Plain Te
> M CocCoc F
~ M Cookies -- Folder
R Cockies_Chrome_new_Default Incognito.txt ov 024 ¢ 31 bytes
B Cookies_Chrome_new_Default.txt N¢ 024 4 PA 889 KB
R Cookies_Chrome_new_Profile 1 Incognito.txt 2
B Cookies_Chrome_new_Profile 1.txt
. Cookies_Chrome_new_Profile 2 Incognito.txt
B Cockies_Chrome_new_Profile 2.txt
R Cookies_Chrome_new_Profile 3 Incognito.txt
R Cookies_Chrome_new_Profile 3.txt
R Cookies_Chrome_new_Profile 4 Incognito.txt
B Cookies_Chrome_new_Profile 4.txt 140 KB
R Coockies_CocCoc_Default.txt Nov 11 KB
B Cockies_Edge_new_Default.txt Nov 24 at 1:34 PN 41KB
B Cookies_Opera GX Stable_Opera GX Stable.txt
. DomainDetect.txt
W Edge
> M GoogleAccounts
W Notes
> [ Opera GX Stable
R Processes.txt v 6 1 4 KB Plair
R Software.txt v M Plain Text
B System.txt Nov 6 4 at N ain Text

nK.com.vn TRUE /" FALSE 1764044448 _ga GA1.1.2053379062.1729484447
inhplus.com TRUE / FALSE 1738642819 _gcl_aw GCL.1730866819.Cj0OKCQiAoae5BhCNARISADVLzZeqtR7088Xp_FghYXJ10Z-2cojSS|

i FALSE / TRUE 0 twk_idm_key RvgZleHjYxnly49ka6E-j

FALSE / FALSE @ ASP.NET_SessionId g35gnelrjwrxs3clk5vnchdt

pan! FALSE / FALSE @ _ RequestVerificationToken
GlvwPWoUeMquHZnB0@30Xj hULGEFUUK6s3pEJwhcVX62mzp9Xshu-uKXMVAIMrEWeYkWg fGYs3EKcZvpwIMQKmZKQmQ8szVil 98 fMTO1
bbankK.com.vn FALSE / FALSE @ LANG_CODE VI
nK.com.vn TRUE 1 FALSE 1764044788 _ga_R3XMN343KH GS1.1.1729484447.1.1.1729484788.60.0.0
huviet.vn TRUE / TRUE 1745833223 twk_uuid_5ed61e689e516944228Fb557  %7B%22uuid%22%3A%221.1vXHjdekfgTUAelU4ziaaZt
VOLENIZin8mENUX61izNuTImkTh1E8Ygc1PsscaR3RIETOR0%22%2C%22version%22%3A3%2(%22domain%22%3A%22maychuviet . vn%22%2(%22ts%22%3A17
bbanK.com.vn FALSE / FALSE @ f5avr@932598578aaaaaaaaaaaaaaaa_cspm_
GKLJIKLLMBAMDFHFIAPFOHFPKEIEBNDAGDKAFJDAJBAAOKFPMDJIPGENJKONCPFCDHOCKNDNAKNKBCJADBEFABMLHGGEEHFLOMADEFOIJOBODCDFOIACENHHEIDA
bbanK.com.vn  FALSE / TRUE 0 f5avraaaaaaaaaaaaaaaa_session_

INNPECKLEPJINOFEBFKIKKAPJCBLDHJADBHIBINEIMBNDHBECNBAJDEDEEAPDBGICPFDIIICCGGKININBCIJAINKMFNNNLLHCBHBDGDHBKCOKGPCIJHFCIEMDMPNFDDMH
.media.net TRUE TRUE 1760435358 data-b 4cb8f@b1-59cb-4e2c-ad4c6-7d207d30b981~~1

.media.net TRUE TRUE 1760409574 data-ap setstatuscode~~3

.media.net TRUE TRUE 1757986475 data-bs 4dcdeld6-b34c-4ed@-befa-6bac824fc52f~~1

.media.net TRUE TRUE 1732852728 data-c k-bZwT64N_c2WucdGIOrZ7IrK2bgm-1Zv—-XINwKQ~~3

.media.net TRUE TRUE 1757987506 data-bt 4cb8f@b1-59cb-4e2c-ad4c6-7d207d30b981~~1

.media.net TRUE TRUE 1758073750 data-bai 362d7fe3904dfbfb2ndcae@@1zmg7kqp~~1

www. mbbanK. com.vn FALSE @ alias_current
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Browser Fingerprinting

® Data collected by a website about a user's browser and operating

system.
® Fingerprints may user the following data points:
Operating system
System Language MY BROWSER FINGERPRINT
Keyboard layout
System fonts
User agents
WebGL
Browser extensions
CPU

ARE YOU UNIQUE ? ‘ % DOWNLOAD | ~ TIMELINE ‘

TODAY 7 DAYS 15 DAYS 30 DAYS 90 DAYS ALL TIME

Yes! You are unique among the 4615916 fingerprints in our entire dataset.

The following informations reveal your OS, browser, browser version as well as your timezone and preferred language. Moreover, we show the proportion of users sharing the same elements.

(ONONONONONONONONONONONO

HTTP headers g B e
Screen resolutions :
Cookie history ‘/ O en |
Timezone MacOS

1075% % L eeasx 570%
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Browser Fingerprinting continued

4 F  pc_info.json | NN System.txt
1 { - Path:JC:\UserskAMD\AppData\Lucal\Temp\Rar5EXh14?4B.4&451.rartemﬂ\set—up.exe

- 05 Version: Windows 11 Pro (10.0.26100) x64
- Local Date: 85.84.2025 85:02:29
— Time Zone: UTC+5
— Install Date: 23.81.2825 17:37:25
- Elevated: false
— Computer: DESKTOP-4VC30AF
— User: AMD
— Domain:
— Hostname: DESKTOP-4VC30AF
— NetBIOS: DESKTOP-4VCI0AF
- Language: en-US
— Anti Virus:
— Windows Defender [OM]
— HWID: J7FB171BBB469FDICB3ED7512E6779365
— RAM Size: 16384MB
- CPU Wendor: AuthenticAMD
— CPU MName: AMD BRyzen 5 56886 with Radeon Graphics
- CPU Threads: 12
— CPU Cores: &
- GPU:
— AMD Radeon(TM) Graphics
— Display resolution: 1928x1880

— IP Address:
- Country: NPT
— LID: hRjzG3I-——ZAEBA
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Anti-Detect Browsers

@® Software designed to change and modify browser fingerprints
mindigo Directions~ Advantages~ Pricing Help v [ Login X signUp JOES

Antidetect browser

Indigo

We have taken all our years of experience and invested it
in a completely new form of Indigo antidetect!

Last fingerprint database
update

1
24120251427 W Che Browser (EEED)

Browser Stealthfox Browser Mimic

ABOUTPRODUCT ~ DOWNLOAD  PRICE  DOCUMENTATION  QUICKSTART  BLOG CONTACTS

Revolutionary Antidetect Browser for multiple accounts

anned on variou:

DOWNLOAD FOR WINDOWS - FREE TRIAL

R octo browser

D Dolphin{anty}

Antidetect browser for
multi-accounting

Create and manage any number of accounts without

hassle, IP bans and extra expenses.

Pricing ~ Usecases  Features  Reviews  Resources

Anti-detect browser
for multi-accounting
The best possible

 reseramesr )

Nt

EN Login

Manage any number of accounts for advertising platforms and social

affiliate and more

m A ol
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Anti-Detect Browsers

General Advanced 4 Mass import

) UserAgent Mozilla/5.0 (X11; Linux x86_64)
None | FFB GGoogle d TikTok B Crypto AppleWebKit/537.36 (KHTML, like
‘ ’ Gecko) Chrome/142.0.0.0
Safari/537.36

Proxy No proxy

+ ADD
WebGL Infa  Google Inc. (Intel Open Source

Technology Center)
Proxy ANGLE (Intel Qpen Source
No proxy | [ Newproxy  [] Saved proxies 4 Get free proxy Technology Center, Mesa DRI
— Intel(R) HD Graphics 2000 (SNB
GT1), OpenGL 3.3 (Core Profile)

Cookie Mesa 21.0.3)
Cpu 4 cores
Memory 8 GB

& UPLOAD FILE COOKIES |

Screen Real

File format .txt wamn json

ADVANCED CONFIGURATION
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Anti-Detect Browsers

6

My Fingerprint- Am | Unique 7 - Chromium

al

A — B X1 + © My Fingerprint- Am | Unique +
~ ® MyF - A
= My Fingerprint- Am [ Unic x|+ « C Fin 2% amiunique.org/fingerprint T & 0 9 @ :
<« C % amiunique.org/fingerprint w B O @ sg
= . =
=
gnu/linux based chrome windows edge
Operating system Web browser Operating system Web browser
18.84 % 7. es s 23 % 391%
en UTC-00:00 fi UTC-07:00
Language Timezone Language Timezone
H UTC-00:00 UTC-07:00
2228 % 0.15% 3.35%
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Antidetect Browsers

L N J ¥y USAA Member Home |USAA X +

C 25 Profile 37 usaa.com/my/usaa

§’§ Home Insurance Banking Retirement Investing Advice Perks Q, Search B Chat ° Log Off
USAA

Good Afternoon, Carmen Inbox [ Documents /' Edit Layout

Bankin & - » + R d Bal X
9 Transfer Pay bills Statements Add account awan alatice
$125.63
USAA CLASSIC CHECKING *7694 $22,933.09 Cash Back Reward
PERFORMANCE FIRST SAVINGS 0431 $73,668.98 Go To Rewards Center >
Signature Visa ‘7426 -$238.89
American Express Card 1771 -$492.94
¥ USAA PERKS
YOUTH SPENDING 9087 $369.14
Save Up To 25% On Hotels
Assets: § 71.21
Liabilities: -$731.83 Book with USAA Perks® and save up to 25% on
Tatal'_$9A 239 38 hotels worldwide.
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Case Study: Genesis Market

Welcome to Genesis Store - professional place that helps you to increase anonymity in World Wide Web.

® Underground market popular for offering The sre few smple steps fo da i

1. Login to Genesis Store on any 05 (Windows, Mac OS, Linux...) from Chromium-based browser* (SRWare iron, Indium,

Browser fingerprints with bot purchases Chromium. Sleipnir ..

2. Find, choose and buy the bot you like

@® Offered a browser plugin for injecting Bot cnly wth logs 8

bot only with fingeprints &

fingerprints o bot with both logs and fingeprints @3 + &

3.If bot has at least 1 fingerprint, you can install free plugin Genesis Security in any Chromium-based browser*
. Sh utdown |n 2023 4, Activate your plugin using a unique key from Profile

5. Download your bot in the plugin. You will recelve a fingerprints and cookles
6. Install preferable fingerprint and cookies in the plugin settings
7. Congrads! Now you are a complete copy of your bot! Use all the accesses to the fullest! ==

Pad @o-1m
» =
_ heo o et i 70 2
et Pl W len - 2 = P.S. Do not forget to use clean socks =
o * Most relevant and stable Chrome-like Browser at the moment SRWare iron
Be «0-34 5 3 o
. = Use old versions of the browser: 89, 70, 71, 72.
My D
° 3 Duns S ek X http//download1 srware.net/old/iron/win/installer/
] [ " =
H - e B, B Starting from version 73 cookies may be imported not correctly.
PP ©0- 118 The plugin may be installed automatically or manually by dragging and dropping into the More Tools -> Extensions of your
. = % = browser,
° 27 mmse
M 3 o ¥
“ M & =
o Please do not use Chrome browser. In new ns it is impossible to tall a plug-in from a third.party dev
Caed @0+ 30 Links to download differrent Chromium-based browsers
- . - ® Iridium browser
.o o0 E
. - o @ https//iridiumbrowser.de/
. B
® SRWare Iron
https//www.srware.net/
o PP w0~ £ ]
_ ® Chrominium (ungoogied)
. Do .. - an E https/7ungoogled-software github io/ungoogled-chromium-binaries/
& o 2w =
a o ®
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& Navigator

Step 3. Review, edit FP d ly create it

o4 fozilla/5.0 (Windows NT 10.0; W 4: x64) Apf Kit/537.36 (KHTM Chrome/7. safari/537.3
7 Nind r { " —— «o\ Chr . ’ User-Agent Helper
Mozilla Wi leWebKiu v
& Mozilla & Screen & window ’
¥  Netscape ¥ 16 4 Language Helper Timezone Helper
¥  en-US ¥ 90 ¥ 8 en-Us sh (U v (UTC -10:00) Pacific/Honolul v
& e ~
v v
& Headers
4 ¥ 2
Mozllla/5.0 (Windows NT 0; W 4; X64) AppleWebKIt/537.36 (KHTML, like Gecko) Chrome/72.0.362¢ Safarl/53
& 1
&  text/htmlapplication/xhtml+xml,application/xm 9 webp,im " cation/sig| ge:v=b2
4
&  gzip, deflate
4 B Webrtc Leak IP Detection ¥ Geolocation timeout
4 JS:q=0.9,¢ t 7 Q
&  win64 :
o
4 (
& 2
o4 gle
. etype e F
C4 A 4 tunes.d|
~ e &  Flash.ocx
[ WebGL Leak Info FP Detection
& Audio FP Detection & Canvas FP Detection & Fonts FP Detection
=4 o
om FF m FP
(T4 v
o ER 1 HADING LA AGE
& ClientRects FP Detection & Extra FP Detection Technologies & Battery info
e
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