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What we will talk about

● Infostealer Logs

● Why should organizations care?

● Infostealer Log Ecosystem

● Account Takeovers: Autofills

● Account Takeovers: Browser Cookies

● Antidetect Browsers and Stealer Logs



Stealer Logs

● What are infostealers? 
○ Malware that harvests information from infected 

devices
○ Host info, credentials, cookies, autofill, credit cards, 

files, crypto wallets, etc.
● What are infostealer “logs”?



Why should organizations care?

● Recent headline grabbing breaches have been result of initial access via infostealer infections on 
corporate or personal devices

○ VPNs, RDP/VNC, webmail, third party business critical apps, etc.

● Ease of use and effectiveness has resulted in higher supply and demand



Log Exploitation

● Log Reselling
○ Cloud Log Subscriptions
○ Marketplace Platforms
○ Telegram Bots

● Cryptocurrency Wallet Draining
● Account Takeover



Account Takeover

● Stolen Username + Password Combinations

● Browser Cookies + Hijacking



OTP Bypassing

● Social Engineering to obtain One-Time Passcodes



OTP: Bypassing



Account Takeover: Browser Cookies

● Strings of data stored locally
that allow browsers to operate
with persistence

● Highly valuable to threat actors



Browser Fingerprinting

● Data collected by a website about a user's browser and operating 
system.

● Fingerprints may user the following data points:
○ Operating system
○ System Language
○ Keyboard layout
○ System fonts
○ User agents
○ WebGL
○ Browser extensions
○ CPU
○ HTTP headers
○ Screen resolutions
○ Cookie history
○ Timezone



Browser Fingerprinting continued



Anti-Detect Browsers

● Software designed to change and modify browser fingerprints



Anti-Detect Browsers    



Anti-Detect Browsers



Antidetect Browsers



Case Study: Genesis Market

● Underground market popular for offering
Browser fingerprints with bot purchases

● Offered a browser plugin for injecting
fingerprints

● Shutdown in 2023



Genesis Market Evidence


	Slide 1: From Compromise to Breach: How Infostealers Power Account Takeover
	Slide 2: What we will talk about
	Slide 3: Stealer Logs
	Slide 4: Why should organizations care?
	Slide 5: Log Exploitation
	Slide 6: Account Takeover
	Slide 7: OTP Bypassing
	Slide 8: OTP: Bypassing
	Slide 9: Account Takeover: Browser Cookies
	Slide 10: Browser Fingerprinting
	Slide 11: Browser Fingerprinting continued
	Slide 12: Anti-Detect Browsers
	Slide 13: Anti-Detect Browsers    
	Slide 14: Anti-Detect Browsers  
	Slide 15: Antidetect Browsers
	Slide 16: Case Study: Genesis Market
	Slide 17: Genesis Market Evidence

